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Cybersecurity has topped the EDUCAUSE Top Ten IT Issues list 

for three years in a row.1 As stated in Chapter 1 of the Envision 

TRU scan “cybersecurity threats remain one of the most 

significant technological factors affecting higher education today”.  

Cybersecurity is frequently listed as one of the critical issues 

facing higher education institutions, and can impact financial, 

social, and operational sustainability.2,3 This report will detail 

cybersecurity threats in higher education, their impact, and what 

institutions (including TRU) are doing to defend against these 

threats.  

Cyber threats in the higher education sector 
Higher education institutions are facing a rapidly-changing 

technological environment.2,4 A massive volume of malicious 

cyber activities is targeted at higher education institutions on a 

daily basis.5 In 2017, higher education institutions in the UK faced 

400,000 new malware attacks every day.6  Six percent (6%) of 

Canadian universities experienced cybersecurity incidents in the 

same year, which was the second highest level of incidents 

across all industries in this country.7  

Cybersecurity incidents are increasingly aggressive and 

sophisticated.8 The isolated hackers of the past have given way 

to advanced, well-organized, and state- affiliated attackers.9 For 

example, one attack by nine Iranian government-affiliated 

hackers in March 2018 affected over 300 universities worldwide 

and exposed 31 terabytes of intellectual property.10 

Many security experts believe that cybersecurity incidents are 

inevitable.11 It is no longer a question of if incidents will happen, 

but when they will happen and what the impacts of such attacks 

will be.11 

What make higher education institutions prime 
targets for cybercriminals? 
According to Statistics Canada, banking institutions and 

universities are most likely to experience cybersecurity incidents. 
12   Cybercriminals are targeting higher education

institutions because of asset value, the decentralized structure of 

higher education, and the large and diverse user base.4,11,13    

Glossary 

Malware An abbreviated form of 

“malicious software.” Software 

specifically designed to gain access 

to or damage a computer, usually 

without the knowledge of the owner. 

Cybersecurity The state or 

process of protecting and recovering 

networks, devices, and programs 

from any type of cyberattack. 

 

Cybercriminal An individual who 

commits cybercrimes and makes use 

of the computer either as a tool or as 

a target or as both. 

 

Hack The action of performing 

activities on a computer system in an 

unauthorized manner; it is 

considered an infringement of 

protected data and property and thus 

constitutes a malicious act. 

 

Breach Occurs when an intruder 

gains unauthorized access to an 

organization’s protected systems and 

data. 

 

Incident Any occurrence that 

threatens the confidentiality, integrity 

or availability of information. This 

might be the result of a cyber attack, 

perimeter breach or an insider threat 

(including policy violations). 

 

Phishing A common online scam 

designed to trick the recipient into 

disclosing personal or financial 

information for the purpose of 

financial fraud or identity theft. 

 

Select term to be directed to more 

information.  

https://www.tru.ca/__shared/assets/Trends_in_Higher_Education45200.pdf
https://www.tru.ca/__shared/assets/Trends_in_Higher_Education45200.pdf
https://us.norton.com/internetsecurity-malware.html
https://us.norton.com/internetsecurity-malware-what-is-cybersecurity-what-you-need-to-know.html?otm_medium=onespot&otm_source=onsite&otm_content=category-landing:category-slide-in-desktop&otm_click_id=d4b0e447-8586-48f7-9b88-7ec5b6a59507
https://www.techopedia.com/definition/3804/hack-security
https://us.norton.com/internetsecurity-privacy-security-breach.html
https://www.itgovernance.co.uk/blog/what-is-a-cyber-security-incident
https://www.tru.ca/its/infosecurity/tipsforsafecomputing/Phishing.html
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Institutions have a large amount of valuable 

data (e.g. personal information, financial data, 

and intellectual property) that are attractive to 

cybercriminals.4,11,13 Research universities also 

house proprietary data from corporations and 

government agencies.11 Cybercriminals are 

also interested in the advanced infrastructure of 

these institutions for the sheer computation 

capability they can use for malicious cyber 

activities; i.e. high-speed computers can be 

hacked and used as a platform for other cyber 

crimes.13   

The decentralized structure of higher education 

institutions also makes them more susceptible 

to cyber incidents.4,13 Institutions tend to house 

sensitive data in different locations (like the 

registrar’s office, research departments, and 

labs) rather than one centralized hub.4,13  The 

proliferation of connected devices on campuses 

also makes it hard to protect all entry points 

(laptops, smartphones, wireless devices, LAN 

networks, etc).13 This decentralized structure 

makes it harder to ensure that all security 

protections and protocols are functioning, and 

may give cybercriminals opportunities to exploit 

these structural vulnerabilities for valuable 

data.4  

There is also a human factor that contributes to 

the cyber security vulnerability of higher 

education.13  Higher education institutions have 

a large and diverse population of users, 

including students and staff from around the 

world who bring with them various levels of 

technological expertise.13 Many users do not 

enter academia with pre-existing cybersecurity 

awareness training.13  Even if an institution has 

robust security measures in place, it could still 

be vulnerable because of the lack of 

cybersecurity awareness among users.13  

Why does cybersecurity matter? 
In addition to disrupting an institution’s daily 

operations, cyber security incidents can have 

profound impacts on institutions and their 

students and staff.  These include financial loss, 

reputational damage, loss of research and 

intellectual property, or even identity theft.11,13  

Cybersecurity is a business challenge that 

affects all areas of the institution (including 

marketing, advancement, human resources, IT, 

academic departments, recruitment, learning 

platforms, student support services etc.). 11  

The average cost of a data breach in the 

education sector in Canada is estimated at 4.3 

million USD.14 The average size of a data 

breach at a Canadian organization in 2017 was 

21,750 records, and the average cost was 200 

USD per compromised record in the education 

sector.14 Costs include investigations, 

organizing and preparing response, and 

implementing call center procedures.14 

Additional financial losses include data recovery 

costs, ransom payments, and losses through 

fraud or theft.13,15 

Apart from creating public embarrassment, 

cybersecurity incidents can damage an 

institution’s reputation for intellectual security 

and jeopardize trust among stakeholders.13  

Corporations are less likely to partner with 

universities whose research data has been 

stolen.  Donors may also lose confidence in the 

institution, resulting in fewer contributions.13    

Apart from disrupting learning, cybersecurity 

incidents have other profound impacts on 
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students and employees.9 There are short-term 

inconveniences (such as changing passwords 

and needing to contact one’s financial 

institutions) and there may be long-term 

consequences.9 Identity thieves could use 

stolen personal information for credit card fraud 

and student loan fraud, the impacts of which 

could affect students’ credit scores, disability tax 

credits, approvals for grants, etc.9,16,17 

Recent incidents of stolen dissertations included 

the loss of all the raw data, research notes, 

drafts, and even completed chapters.18,19 In 

these cases, the student victims may be granted 

extensions to redo the work.20  The lasting 

effects of intellectual or identity theft could 

include program withdrawal (especially for 

students who do not have the financial 

resources to extend their studies), stress, 

depression, or even suicide.21  

How prepared are higher education 

institutions for cybersecurity? 
Until recently, higher education institutions were 

not well prepared for cybersecurity.1,22  In 2018, 

education came last out of 17 industries in the 

U.S. in terms of cybersecurity.22  In a recent UK 

survey, only 15% of IT and security staff in 

higher education scored their institutions 8 or 

above on a 10-point perception scale where 1 

meant “Not at all well protected” and 10 meant 

“Very well protected”.23 

Educational institutions in the UK have 

acknowledged the risk of cyber threats and 

started to work on the issue.23  Canada’s 

McMaster University doubled the number of 

employees focused on cyber security from two 

to four to combat the growing wave of attacks in 

2013.5  The University of New Brunswick is 

approaching future systems and technologies 

with, “an eye to a seamless, highly integrated 

holistic security approach that will see tools 

transfer threat information to each other in order 

to take automated action”.24 

What can universities do to defend 

themselves against malicious cyber 

activities?   
In the 2018 CUCCIO Cybersecurity 

Benchmarking Report, Canadian university 

cybersecurity experts suggest that institutions 

consider working on six areas to improve 

information security: phishing simulation; two 

factor authentication; deny by default firewall 

policy; vulnerability management; bring your 

own device controls; and providing sufficient 

financial and human resources to keep 

information security up to date.25 The report also 

suggests a risk-based approach: “These 

recommendations do not represent all-

encompassing security advice. Universities 

should adopt a cybersecurity framework such as 

NIST or ISO 27002 and measure their maturity 

against the framework. A risk-based approach 

is recommended”.25 

Cybersecurity is the responsibility of each 

student and employee.15,26 Experts suggest that 

users should know what policies and 

procedures they need to follow, and that users 

should also be aware of the legal and financial 

consequences a breach could cause.27,28   

Cybersecurity training is one way to raise 

awareness within an institution.28 User 

education is a cost-effective way to protect 

institutions against cyber threats.28 Curation of 

access through role-based authorization and 

up-to-date access control also limits risk and 

makes investigations easier.27 
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Despite best efforts, cybersecurity incidents will 

occur, and institutions should have a plan in 

place for them to respond quickly and 

effectively.28 The Society for College and 

University Planning suggest that it is vital for 

institutions to have sufficient resources to tackle 

the challenge of cybersecurity.3  For instance, 

institutions will be susceptible to cyber threats if 

the data management infrastructure is outdated, 

or if departments are understaffed.3  To that 

end, institutions should allocate a specific 

budget for cybersecurity investment.29 

Cybersecurity at Thompson Rivers 
University 
TRU has taken many of the six recommended 

steps above including continuous engagement 

for phishing, implementation of two factor 

authentication in high risk areas, a deny by 

default firewall policy, monthly vulnerability 

scanning and reporting, purchase of new 

technologies for bring your own device controls, 

increased funding of the Information Security 

Program, and use of an information security 

framework that incorporates both NIST and ISO 

27000 for risk and gap analysis.30 TRU also 

maintains both an Incident Response Plan and 

a Breach Protocol to allow rapid and effective 

response to incidents.30 

Another crucial effort of the team is to raise 

awareness.30 The Information Security Team 

offers both online and face-to-face mandatory 

information security awareness sessions that 

introduce key policies and procedures for new 

employees along with a variety of shorter 

engagements for staff, faculty, and students.30  

As a result, information security awareness is 

relatively high in the TRU community and the 

number of incidents that TRU has experienced 

have remained reasonably low.30 

Like other higher education institutions, 

Thompson Rivers University (TRU) faces a 

large number of malicious cyber activities every 

day, one of the highest risk attacks being 

‘phishing’.30 TRU expanded its Information 

Security Team in 2018 to handle this increasing 

volume and sophistication of attacks, and the 

team keeps developing new procedures and 

tools to deal with emerging malicious cyber 

activities.30 

 

The TRU Integrated Planning and Effectiveness 

team gratefully acknowledges the contribution 

of the TRU Information Technology Services 

information security team in preparing this 

report.  

 

Visit tru.ca/envision/environmental-scans to 

read other chapters in this series.  

 

 

 

 

 

 

Next in the Series 

The next reports in the Envision TRU 

Environmental Scan series will focus on 

enrolment trends, Indigenous education, and 

the cost of education.  

  

https://www.tru.ca/its/infosecurity.html
https://www.tru.ca/its/infosecurity.html
https://www.tru.ca/envision/environmental-scans.html
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