Windows XP EduRoam setup

e in services.msc

Click on Start, Run and t

= Type the name of a program, folder, document, or
g Internet resource, and Windows will open it for vou.

| Ervices, msd]

Open: v|

[ QK H Cancel H Browse, .. ]

Scroll down to the bottom of the list to locate Wireless Zero Configuration. Verify that the status
is “Started”. See Status column. If not, double click and change the Startup type to Automatic.

CEX

File  Action Help

m B @ n
% Services (Local)

View

Services (Local)

Wireless Zero Configuration Mame Description Status Startup Type logCn As &
%\-‘v‘indows CardSpace Securely e... Manual Local System
%é%aﬂeﬂizr;iaﬁice 88 Windows Driver Foundation - User-,,, Managesu... Started Automatic Local System
- %\-‘v‘indows Firewall/Internet Connecti,.. Provides n...  Started Automatic Local System
%\-‘v‘indm\'s Image Acquisition (WIA) Provides im... Manual Local System
Descl_ripﬁon: ) ) %\-‘u‘indows Installer Adds, modi... Manual Local System
gruoz\tlfllezda:ﬁg.:hc configuration for the %'\-'u'indows Management Instruments... Provides a... Started Automatic Local System
%'\-'u'indows Management Instruments... Provides s... Manual Local System
%'\-‘s‘indows Media Player Network Sha... Shares Win... Manual Metwork 5...
%'r‘v‘indows Presentation Foundation F... Optimizes ... Manual Local Service
%\-‘v‘indm\'s Time Maintains d... Started Automatic Local System
%'\' fired AutoConfig Started Manual Local System
Wireless Zero Configuration . Started Automatic Local System

%'\-vrﬂl Performance Adapter Provides p... Manual Local System | T

%\-‘u‘orkstation Creates an... Started Automatic Local System (v
< | [

\ Extended

Standard

Close this window.
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Click on Start, Control Panel, Network Connections.

Programs

Documents

G Control Panel

*» Network Connections

% Printers and Faxes

Search »

Help and Support a Taskbar and Start Menu

B~ ° " ® 3 Novell GroupWi... ~ @ Gro

Right click on your wireless network card and select Properties. Click on the “Wireless
Networks” tab.

L Wireless Metwork Connection 9 Properkie:

General Wirgless Mebworks |,|':‘|'|j\.-an|3|3|j

v Use windows to configure my wireless nebwork zettings

— Available networks:

To connect to, dizconnect from, or find out maore information
about wirgless networks in range, click the button below.

~ Preferred netwiorks:
Autarnatically connect ta available nebwiorks in the arder listed

belon:
flimse up |
fl me dotie |
Add... Bemove Froperties |
Learn about setting up wirsless nebwark Advanced |
configuration. —

] | Cancel |

Note: If there are already eduroam Preferred network instances, remove them all and create a
new one as noted below to ensure that setup is correct.

Click Add at the bottom. And enter the following information:
¢ Network name (SSID) : eduroam (must be lowercase)
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o Network Authentication : WPA (note: WPA and WPA-PSK are not the same and
selecting WPA-PSK will not allow the connection to operate properly)
e Data Encryption : TKIP

Make sure that your settings match the picture below.

ireless network properties ] 21 x|

Association | Authentication | Connection |

Network name [SSID): I eduroam

—Wieless network key
This network requires a key for the following:
Network Authentication: [wPa =
Data enciypton: -
Network key l
Lonfirm network key l
Key indey (advanced| |1 __l:
I  The kep is provided for me atomabeall)y

™ This is a computer-to-computer (ad hoc) network; wireless
access points are not used

| 0K I Cancel

Select the Authentication tab. For EAP Type select Protected EAP (PEAP), then uncheck and
turn off Authenticate as computer when computer information is available.

Wireless network properties d |

Association Authentication | Connectionl

Select this option to provide authenticated network access for
wireless Ethemet networks,

[V Enable IEEE 802:1% authentication for this network

EAP ype: | Protected EAP (PEAP) =]

Properties I

[~ Authenticate as computer when computer information is
iavailable

™ Authenticate as guest when user or computer information is
unavailable

| 0K I Cancel




Windows XP EduRoam setup

Click the Properties button and click the Configure button at the bottom. Uncheck and turn off
automatically use my Windows login name and password.

Protected EAP Properties 2=

When connecting:

—Iv Validate server certificate

[ Conmect to these servers:

Trusted Root Cerkification Autharities:

[ ~B&.ECOM Rook Ca -
O autoridad Certificadora de la Asociacion Macional del Motaria
O autoridad Certificadora del Colegio Macional de Correduria P
[ ealtimore EZ by 05T

D Belgacom E-Trusk Primary CA

D CaM HET Securelet A Class &

D Caw HET SecureMet CA Class B _ILI
4 | »

[~ Donot prompk user to autharize new servers or trusted
certification authorities,

Select Authentication Method;

ISe-:ureu:I password (EAP-MICHAP «2) j Configure. .. |
I\¥ Enable Fast Reconnect
| (8] I Cancel |

Click on the Enable Fast Reconnect box for quick reconnection.

EAP MSCHAP¥2 Properties x|

When connecting:

B Automatically use my Windows logon name and
password [and domain if any).

| oK I Cancel

Click OK buttons and close any Windows to exit the configuration. In a few seconds, the
network card will contact the "eduroam" network.

***Click the bubble at the bottom right hand corner to login.
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%) Wireless Network Connection 9 [E

Click here to select a certificate or other credentials For
connection to the network EduRoam

U2 L@ 3 ABEY 342pm

Enter your TRU user name@tru.ca and password. Click OK.

Enter Credentials ' x|

User name: I username

Password: I sescssese

Logon domain: I

I QK I Cancel

The wireless card will authenticate with the network and send a security certificate to your
computer.

***Click the bubble at the bottom right hand corner and then click OK to accept.

) wireless Network Connection 9 lZl

Click here to process your logon information For the network
EduRecam

l ¥ D0 @R ABE 3em
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The Root Certification Authority For the server's certificate is: :_I
Thawte Server CA

If this is the correct certificate, click OK to connect and you will not see

this message again. Click CANCEL to drop connection,

|

View Server Certificate |

I QK I Cancel

You are now connected to the WPA enabled, EduRoam Secure Network.



